
Erasing the tape-storage 
mentality amongst SMEs 

A VERY interesting fact for
anyone still using tape as their
method of backup is that the
only way companies can read
data off a tape is to use the
same model tape drive. This is
a huge issue if the tape drive
has packed in and companies
need to track down the same
model.

“If one component is a dif-
ferent model then companies
can forget completely about
restoring files without using
specialist data recovery
experts at a huge cost. To make
matters worse, tape backup
cannot guarantee a full restore
of data plus it also has a lower
level of encryption and secu-
rity than disk to disk backup,”
says Eoin Blacklock, managing
director, keepITsafe.

Added to this problem is
the sheer effort of traditional
tape backup: it takes time,
money and resources to sched-
ule and manage backups,
change disks and tapes, and
transport them to a secure
facility.

In order to ensure data is
actually restorable all of this
backup media must be tested
to verify that they are labelled
and catalogued properly,
uncorrupted and free from
physical damage.

“Most businesses that do
their own tape backup know
that data restoration from tape
is not reliable.”

At this stage some SMEs
might be thinking that it is a
good idea to have a combina-
tion of onsite/offsite backup
just in case but, says Blacklock,
the fact is that with a fully
managed and fully monitored
online backup solution it is
not necessary to have an
onsite backup solution.

“However, some online
backup providers will give the
option of backing up to an
onsite appliance as well as off-
site and some providers even
guarantee a next day onsite

recovery of data in the case of
a disaster.”

“In a nutshell, online back-
up guarantees a full restore of
your data as all data is secured
to multiple data centres. All
data is automatically encrypt-
ed before it is transferred off-
site, which means it is also
the most secure option for
data backup.”

Tapes can be lost, stolen
and forgotten, Backlock points
out, whereas a fully managed
online backup solution 
cannot be.

“It is critical to have your
data stored online and offsite
especially to avoid data disas-
ters from fire, flood or any
other events that are out of
your control.”

Aside from this the daily
burden of data backup is
removed from your often time-
strapped staff: “Peace of mind
is sometimes forgotten as a
tangible business benefit.”

KeepITsafe’s service
ensures that customer data is
locked away in multiple data-
centres guarded 24/7 and
monitored by qualified engi-
neers – something tape, other
backup mediums and some
online backup providers can-
not provide.”

The merits of online versus
other offsite storage methods

aside, the biggest mistake
some companies make is tak-
ing the attitude of ‘it will never
happen to me’, says Blacklock:
“The hard truth is that unless
you have a secure and encrypt-
ed way of storing your data in
multiple data centres your
data is not 100pc secure and
will not be available to you
for restore when you need it
the most. 

“Over the last 12–18 months
these assumptions are slowly
but surely eroding. This is due
to many providers of online
backup services and managed
services making it their busi-
ness to educate and inform
the SME market of the clear
advantages of offsite, online
storage to backup their data.
Also, with the heightened pub-
licity given to data loss disas-
ters, companies are looking
at their disaster recovery plan-
ning in greater detail as a
result.”

Another form of misun-
derstanding comes from com-
panies simply not knowing
what backup in the cloud
really entails: they do not
know where their data is
being stored.

“Just like the clouds in the
sky, there are many different
types and the fear in the indus-
try is that not all providers
will store the data in a secure
environment and in multiple
locations. With many compa-
nies now using applications
which are external to 
their office network it has 
become much more security-
focused.”

Understanding and awar-
ness around secure backup is
improving, especially with
compliance as a driving factor:
the Data Protection Act of
1988/2003 legislates for how
organisations use, store and
secure data.

“A default on your obliga-
tions can result in significant
legal and financial penalties,”
warns Blacklock. “Legal 
compliance is an aspect that
cannot afford to be overlook-
ed by management when
installing an IT system and
putting in place a backup solu-
tion. All management has a
legal obligation to comply with
relevant legislation and install
the necessary procedures, pol-
icy and monitoring to ensure
compliance.”

There are still SMEs using tape storage as their main method of 
backup. Little do they realise that as the technology becomes 
obsolete, so too does the means of recovering vital data, says Eoin
Blacklock of keepITsafe
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The human element of data security

Y
OU might think
social networking
sites are for children
and teenagers and
that they are the
preserve of the indi-

vidual in the home, but Face-
book alone has over 1.4 million

users in Ireland and almost
62pc of these are between 25
and 44 years of age. 

Traditionally it was the email
virus that a company fought off,
but now hackers have become
increasingly strategic with how
they target the internet user.

They are now laying traps on
sites such as Twitter and YouTube
through social engineering.

As it is common for employees
to access these sites during work
hours, it can be the case that
links to malicious sites are clicked
on from one computer within a

network, thus compromising the
entire organisation’s data.

This is where a combination of
best practice surrounding email,
general internet and social net-
working usage, together with
robust antivirus software, will
be vital, observes Urban Schrott,

communications manager, Eset.
Meanwhile, viruses and mal-

ware are still being pumped out
at a steady rate, with over 10,000
new pieces of malicious code
produced in March alone. Secu-
rity as a service is already com-
monplace but another service in

the cloud that companies are
availing of is online data backup.

Tape storage is dying out, says
Eoin Blacklock, managing direc-
tor, keepITsafe, and Irish firms
are beginning to see the benefits
of offsite backup in the cloud,
whereby data is kept safe 24/7.

AS long as there has been email
there have been spammers
flooding our inboxes with junk
mail, phishing scams, malicious
links and Trojan viruses. The
world of social networking is no
different says Greg Day, EMEA
director of security strategy at
McAfee. Now that services such
as Twitter have reached mass
effect, there are new ways of
tricking people into compro-
mising their data security.

“If you take a look at the
recent phishing scam going
around on Twitter, it was a sim-
ple message ‘is this you?’ and a
shortened URL supposedly
coming from your contacts, but
the accounts had been hacked
and the link was pointing to
an unsecure website,” says Day.

The problem with this kind
of threat is that many employ-
ees within Irish businesses
are either twittering away to
their friends or even using
Twitter officially for their
company as a way of com-
municating with customers. A
few wrong clicks and mal-
ware (malicious software)
could be unknowingly intro-
duced to the entire network.

“This could happen to any-
one. Three UK politicians fell
foul of this recently. Think of
how many people follow their
Twitter feeds. The main way
you get infected is by clicking
on a web link but there will
probably be some level of social

engineering in that whether it
is using some smart email mes-
saging, Twitter, Facebook or the
other tools out there.”

Another common pitfall for
employees is getting tricked
by links to current affairs sto-
ries on the web: “Hackers
were taking advantage of
everything from the tragedy of
the Air France A332 crash over
the Atlantic to Michael Jack-
son’s death and swine flu. All
of these are things people
want to know about. So,
whether they go searching for
this type of news or a bad link
is unknowingly passed on
through a social networking
site from a friend, they can be
fooled by hackers redirecting
them to malicious websites.”

This is a combination of

clever spammers and internet
users not being alert enough,
but the fact is that you cannot
stop using the web altogether,
says Day. A lot of these traps
are well crafted to the point
that you have to rely on the
security defences your organ-
isation has in place.

“Some are slightly more obvi-
ous: if you get an email titled
‘From your Facebook team’,
telling you that your password
has been changed and asking
you to click on an attached doc-
ument to retrieve it you can be
sure that this is a scam,” he
explains. “Unfortunately, a lot of
us are busy and we don’t take
that extra minute to examine
the details.”

You might question
whether it is wise for a com-
pany to allow their employees
access to any social media
services at all, given the inher-
ent security risks, but each
company should take their
own balanced view.

“You must weigh up the risks
versus the rewards. There are all
sorts of companies out there
making amazingly good use of
some of these different sites.
For example, Dell has a Twitter
account for small business
where it offers unique deals on
desktops, laptops, peripherals
and servers to their followers.
Amazon does the same.

“British Airways uses Twitter
for a combination of customer

interaction and special offers.
Whether it’s for marketing,
customer feedback or cheap
deals, these platforms can be
great go-to-market tools.”

In fact, some companies
have a presence on these sites
to show that they are modern
and  ‘get’ technology. They
become a way of recruiting a
younger workforce, observes
Day.

As the coming generation
of workers will all be social-
media savvy, this is something
organisations must factor into
their security policy.

“The security risks are
twofold: it is a problem of
malware and information
leaving the company.”

Malware can be managed
through security-as-a-service
such as that offered by McAfee,
whilst information leaving via
employees is another story.

“You’ve seen jury members
giving blow-by-blow accounts
on Twitter and Virgin about
cabin crew staff who tweeted
about partying while at 
work and were dismissed for
bringing the brand into dis-
repute.

“As a boss or IT manager
you can control what people
do on work systems, but not
what they do on their own
mobile phone or laptop. What
you can do is protect against
this in an employment 
contract.” 

Hidden risks of social networking
Best-practice awareness of possible threats and dangers to your organisation’s
data is the first and most important step, says Urban Schrott of Eset Ireland
WHEN establishing company
policy around data security, the
first thing an organisation must
be aware of is the ‘threatscape’
– what cyber criminals are up to
– as well as being aware of basic
security standards, and have a
security strategy in place. This
can either be constructed inter-
nally or firms can have an IT
support company do this.

“No two companies are the
same: they deal with different
data, they have different num-
bers and kinds of servers, in
some companies database
access is restricted to managers
only. So each one should evalu-
ate their own situation and see
where potential breaches can
occur, where any of that data
can get compromised and what
the main dangers are,” explains
Urban Schrott, communications
manager, Eset Ireland.

These dangers can come from
all sorts of directions: it can be
an act of cyber crime or data can
be lost in an accident, ie if a fire
occurs and there is no proper
backup externally and all data
is lost, or it can come from with-
in from employees.

“Statistics point to the fact
that a large number of employ-
ees don’t have a problem with
walking out with data when
they leave the company; such
things should always be antic-
ipated and regulated by firms.

It is often the case that 
companies are genuinely not

cognisant of these seemingly
harmless situations and this is
exactly when disaster can strike:

“It can often be data that is
not very problematic if lost but
rather can cause frustration, ie
losing internal projects. How-
ever, if they lose databases of
people this is a breach of pri-
vacy information, which means
this could result in lawsuits
that could result in all kinds of
bigger difficulties.”

Taking responsibility for all
data associated with the com-
pany is key: “Practically all
companies nowadays gather
some kind of data, even if it is
nothing more than a list of
their clients – names, address-
es and phone numbers – and
already this is classified infor-
mation that cannot be lost or

handed over to anyone.”
Each country has its own leg-

islation surrounding data pri-
vacy, but many companies work
across several countries and it
is important to note that what
is considered a data breach in
one region might not be in
another. For example, what
Europe defines as spam email is
not considered as such in the US
because we have an opt-in 
policy here whereas it is opt-out
for companies based in the US.

Companies can cut down on
the spread of spam with some
easy but crucial procedures,
says Schrott.

“Using the BCC option when
sending out email to more than
one recipient will prevent
revealing your database. This is
particularly important when
you consider chain emails, ie
warning against some bogus
virus and urging the recipient to
send it on to everyone they
know because this will expose
your entire address book.

“This means everyone can
see a sender’s entire contacts list
and spammers are using these
chain letters to get hold of as
many addresses as possible
because they know that they
are legitimate email addresses
from active accounts.

“Forwarding on emails in this
fashion is, in principle, a very
irresponsible treatment of clas-
sified data, but people do this
every day,” he points out.

“Almost everyone within a
company has an email account,
so creating simple rules outlin-
ing responsible use – from BCC
use to downloading attach-
ments – is very important.

“In spite of companies hav-
ing antivirus software, it is
important to be aware of the
fact that a lot of viruses have
to be activated by the user to
be directly installed. Also,  a lot
of those, by virtue of being
user activated, circumvent the
antivirus protection.

“On average, at least 3.5pc of
people will click on an attach-
ment in an email even though
they’re not sure what it is. They
will receive an email saying
something arbitrary like ‘click
on this incredible link’ and
they will do so without think-
ing, thus possibly installing
some kind of malware on the
company computer with that
click.

“Statistically, in a large com-
pany with 1,000 machines, that
means 35 infected machines
and since nowadays practi-
cally all computers work with-
in a network, if one is infected
cyber criminals potentially
have access to the whole net-
work.”

While antivirus software can
do a lot it cannot protect com-
pletely against human error,
explains Schrott, and this is
where data security policy and
awareness comes into play.

Planning for the threatscape
As well as businesses, hackers and spammers are quickly adapting to
the social networking space, warns Greg Day of McAfee

Urban Schrott, 
communications manager,
Eset Ireland

Greg Day, EMEA director of
security strategy, McAfee

Figure 2: Percentage of respondents reporting their 
expectations of their organisations’ security spending 
over the next 12 months compared to last year (2)

Source: The Global State of Information Security Survey, 2010

(2) Not all respondents shown.
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Figure 1: Percentage of respondents who identify the following 
business issues or factors as the most important drivers of 
information security spending in their organisation (1)

Source: The Global State of Information Security Survey, 2010

(1) Does not add up to 100pc. Respondents were allowed to indicate multiple factors

41pc 39pc 38pc 37pc
32pc

Eoin Blacklock, managing
director, keepITsafe 

Several factors are influencing how the Irish organisation approaches the protection and storage of its 
mission-critical data, but none is more fast-moving than social networking sites

Get IT right 
with Redstone 

These days, IT managers face an increasing challenge maintaining systems that
have evolved in complexity. Simply keeping systems available consumes costly
time, with added pressures to do more, faster, better, and with fewer resources.

Redstone Technology delivers a more agile, integrated service infrastructure that can help your
organisation to manage and plan your infrastructure for the future, give your business a real
competitive advantage and reduce costs while increasing value from all your IT assets.

What this technology does is provide an Infrastructure Management Centre that includes 
a vendor-independent proactive management information tool. This is in addition to the 
traditional service offering of remote monitoring and remote system administration.

Real value comes with providing a complete picture and improving daily operations through
customisable reports that can be sent out automatically while relevant management information
empowers decision makers with actionable intelligence.

Redstone’s Management Information module provides advanced trending and analysis of your
entire infrastructure. It presents the information when you need it and how you want it for every
facet of your complex IT environment.

This Managed Service includes trend analysis, performance statistics, integrated KPIs, weekly,
monthly and yearly comparisons, and even observations and recommendations.
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