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Online back-up services

Duata is onc of the mose critical assets in any
business and loss of daia is irreplacenble,
Teo many Irish companics have fallen vietim
to data corruption. lass of critical information
or general backup nightmares. Having 4
backup plan and siralegy in place is crucial o
the long term success and growth of a
company. OwnerManagers invest heavily in
staff, IT cquipment. office furniture ete but
often do not have a process in place 1o keep
their daty seeure, There are many reasons for
this. ‘The most prominent is the lack of
awareness of allernative oplions outside of
the traditional tape backup methad and
secondly, lack of time, As hectic schedules
and work life take a hold, companies are
[alling prey 1o duta corruption and Joss of key
business information. All hackup corruptions
or lailures can be avoided by using fully
managed online backup services and can give
SMIis o peace of mind that their core asset is
being monitored 24/7. Everything else can be
replaced but not data, and its Joss could put
vou out of business.

Online backup technology has come & lang
wity over the Jast 3 vears. Security and data
profection naw allow providers o backup
2477 with the ability to recover files
instantaneonsly. The growih ol datacenters
such us Digiweb, bascd in Blanchardsown,
has also given online hackup suppliers access
lostate of the art Tacilities that can bouse their
backup data files. These datacenters have 24
haur security, giving company data the VIP
treatment it deserves.

The reality Js that bard drives fail. The
question is howe much it will disrpt your life,
Constant data backups are vital against a
data-loss catastrophe. ‘The good news is that
technalogy advancements can take away the
pain and heartache from  management,
allowing them to concenlrale on growing
their business. The cost of investing in a solid
backup plan is far less than the ofien
impossible task of trving to restore data.

IS time 1o bhack up.......

Economic slow down

The only way 1o gain peuce of mind and
create an insurance pogramme for dala is 1o
put a backup plan in place, especially when
budgets are tighter and cuts are being made.
Most often  cutbacks  appear in  staff
reductions which in turn leave less staff

When losing data is not an option
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available to canduct a manual lape backup,
and an increased workload for remaining
staff. What gets left behind - BACKUP.
Human crror is one of the largest contributing
factors i data loss. A prime example is an
cmployee accidentally deleting a file or
forgetting to backup.

A scenariv thal online backup providers are
too familiar with is as follows: The long term
employee is not happy with your decision to
let them go and decides 1o delete a lew
“eritical” files on their last day. You may
laugh, but in our 5 years we have seen this
happen too many times. We have also come
across employees who have copied hundreds
of duta onto disks with the hope of rking
thean olsike, With un online backup service
this is Nagged as “unusual™ and reported to
2 Manag can breuthe casy
knowing their data is safe Ivom harm,

w

The cost of manual tape is often higher than
outsourcing your backup solution and alsa
gives you confidence that vour daia is
constantly sceure and monitored. There is
always that margin of crror when a stal’
member is set the task w backup. Employees
work load has deubled and the backup gers
left hehind.

Business owners work hard 1o build their
companies and fight on through the wugher
cconomic  climate. By eliminating  or
negleeting backup plans they are leaving their
business duta exposed to external Tarces.

Tape vs Online Backup

Tapes are expensive and involve a ot of
separate costs including tape costs, hardveare,
software, datu capture, local tape storage, plus
removal of tapes to an offsite facility. These
lapes must be replaced every few vears as
well as ongoing maintenanee. ‘There is also
the issue ol lost employee productivity due to
data disruption angd the time spent by the
employee 1o oy and restore the lost data —
which unfortunately can end up being a task
i vain. Tapes need human intervention (o
work, leaving this backup process open to
human error. The tape is also prone to daily
wear and tear that online backup is nat
cxposed to.

On the other hand a fully managed online
buckup service can provide scheduled
backups  with your data automatically
saleguanded ollsite in Treland, where it is
readily available for online restoration. In a
warld where a lew minutes of irmecoverable
data can lead w lost revenue, lost customers
and a severely damaged husiness reputation.
online backup systems can and will save you
[rom the worry and hardship file corruptions
Can Cause,

Key point o take on hourd is the average
downtime when hackup restoration needs to
be conducted — Tape restoration 2 hours
versus online backup restoration S minules,
based on an individual file.

Key differences hetween Tape
and Online backup processes

Fully Monitored
Online Backup

Tape

Daca is more exposed

o lass ol up 1o 24

hours as tape vsually

only rakes snapshors
once a day. Tn cechnical
erms chis is referred ra
as Recovery Paine
Ohjective {RPO]. Tape
RPQis <=1 day as
opposed to continuaus
anline hackep RPO al’

“=a fcw minnees.

Secures your dara in
on offsite locazion
away from carrupzion
and is monirared

2

Mulciple copics may
casily be mainrained, ac
different lacatians,

Typically rake anly one
capy ot your data,

Setling up ufbsite
Serting up backup
pelicics and chaosing a
stall member can be

service is sumple.
Choose to back up
everything or specific

rime cansuming files. All done by vour

service provider

Backups fully
monirared making it
extra reliable. Dara s
seored to Fwo separate
dacacentres

‘Tape can be unreliable
and more exposed to
ereoe
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Restoring from tape
involves locazing the
right tape, retrieving ic,
mounting ie, locating
file and ondy then
resraring ir.

Alchough your datais
seenrely stored afi-
site, it ean he lacared
and restored
immediately - fram
your desktop.

Restoration of small or
single files is
challenging, time
consuing ard
inconvenicnt,

The ability 1o casily
retrieve small and singfe
files becomes a daily
benefic, not a chore.

No automation

Fully automated

No puarantee of a
successful restore after
a shut down

Data is monitored 24,7
and restore can happen
with the click afa
button. Each of our
CUSTOIMErS is
indemnitied for a
million cach

Tape recovery — the
responsibilizy lies

Highly yualified
engineers on hand for
all backup and restore
relared issues.,

internally 4
N suppomng I'.||(‘ srem
in case of any cs.
Data compliance ~ your
obligations,

Legal compliance is

an aspect that cannol

allord to be overlooked by management when
mstalling an 1T system and pulting in place &
backup solution. All management have a legal

obligation to comply with relevant legislation
and install the necessury procedures. policy
and monitoring to ensure compliance.

What is Data Protection?

It is the safcguarding of the privacy rights ol

individuals in relation to the processing of
persanal data. The Data Prolection Acts 1988
anl 20003 confer rights on individuals as well
as responsibilities on thase persans provessing
persanal daia.

The Consequences of
Non-Compliance?

1. lInspection by
Commissioner

2, Public Naming of persons conviciel
3. Conviction with a fine ol up 10 € 100,000
4. Susceptible 1

- Clicnt Data Loss i event of a disaster such
as server failure, water dummage or fire

Ihe  Data Protection

- Conlidlential Data Disclosure because of
staff or non-secure pracedures

Accusations of Negligence around Data
Protection.

Conclusion

Backing up your data s one of the most
important arcas of your business, el seems o
be neglected in some cases, Tt should be at the
top ol your priovity list, Without a backup plan
in place you arc running the risk of losing
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company data that cannol be retrieved,
Everyone is at visk from human ¢rror, power
surges, thelt or lire — protect vour company
data and draw up a backup plan that will po
your mind at rest and secure your crilical
information.

Eoin Blacklock is Managing Director of
keepITsafe, Ireland’s largest online backup
provider. By afigning their secure online
backup sotution with ¢ ics” needs it
has atlowed keepITsafe to backup more than
4 billion files and restore more than 30
million lost files over the last 5 years. All
data backed up by keepfTsafe is stored and
secured in Ireland in iwo datacentres.
www.keepitsafe.ic 1890 222 587

In association with The Irish Computer
Nociety

IRISHCOMPUTE

The Irish Computer Society (ICS) is the
national  body  for Information and
¢ jcafi Technology — (ICT)
professionals in Ireland. ICS s a not-for-
profit organisation which promotes the

i develog of professional ICT
knowledge and skills, and acts as an
independent repr ive voice for the
technology profession.

WWW: wwwicsde P: 0f 644 7820 E:
inforics.ie
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the strength to offer comprehensive
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XL Insurance is 4 registered trademark of
AL Capital Ltd and the global brand used
hy its insurance company subsidianes.
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